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BeBegeHue

BanTuickaa aneKTPOHHaa ToproBasa naoWwagka — web-npuaoxKeHWe p[as npoBeagHUA
3/IEKTPOHHbIX Topros. lOpuamyeckasa 3HAYMMOCTb CAE/NOK 3JIEKTPOHHOM Toproein obecneymsaeTca
NPUMEHEHMEM MexaHu3ma INeKTpoHHoW noanucu (M), pernameHTMPOBaHHOTO deaepasbHbIM
3aKoHoZaTenbCcTBoM PP, PaboTa 31eKTPOHHOM NoAnMcKU noaaepxusaetca B bpaysepe Internet Explorer
Bepcnin 9-11.

HeKOTOpre PUCYHKN, MYHKTbl MEHIO WU KHOMKW B AAdHHOM AOKYMEHTE MOTYT OT/Z1M4aTbCA OT
npeAacrtaB/ieHHbIX B CUCTEME.

Yactb d)yH KUMOHANbHOCTU MOXKET MEHATbLCA MU OTCYTCTBOBATb B 3aBUCMMOCTU OT INLLEH3NN.
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TepMUHbI U onpegeneHuns

dneKTpoHHaa ToproBasa nsowagka (3TMN) - annapaTHo-NPOrpammHbIA  KOMMEKC,

obecneunBaloWMii B3aMMOAENCTBME MENKAY OPraHM3aTOPOM TOPrOB M y4acTHMKaMM TOPros Ha BCex
3Tanax 3akntoueHus caenkm B ON-line peskume.

dnekTpoHHaa nognucb (M) — pPeKkBU3UT 3/1IEKTPOHHOIO AOKYMEHTa, NpefiHa3HayeHHbIn ana
3alWMUTbl  JAHHOIO  3/1EKTPOHHOrO [OKyMeHTa OT MNOAAENKM, TMOJYYeHHbIt B  pesy/nbTaTe
Kpuntorpaduyeckoro npeobpasoBaHMa WHOOPMALMM C  WUCNOAb30BAHMEM  3aKPbITOro  Kitoya
3N1eKTPOHHOM NOANUCKU U NO3BONAOLWMA MAEHTUOULUMPOBATL BaAenbLa cepTudKUKaTa Kitoda noanucu,
a TaK¥Ke YCTaHOBUTb OTCYTCTBUE UCKaXKeHUA MHOOPMALIMN B 3NEKTPOHHOM AIOKYMEHTE.

DNEeKTPOHHbIN AOKYyMeHT (3[1) — [OKymMeHT, MHPOopmaLMa B KOTOPOM MNpefcTaB/ieHa B
3/IeKTPOHHO-Undposon popme.
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1 TpeboBaHua K pabouemy mecty nonb3osartena 3TN

Ana pabotbl Ha 3TN coTpyaHuK Monb3oBatena AOMKEH MMETb aBTOMATM3MpPOBaHHOe paboyee

MecCTo, npeacrasnsollee cobot ogHy pabouyto CTaHUMIO — KOMMbIOTEP WIN HOYTOYK, MUHUMaNbHas
KOHOUrypaums KoToporo:

1) Npoueccop, 32-pa3psaaHbiii (x86) unu 64-pa3psaaHbiii (x64) ¢ TaKTOBOW YacToTOM He meHee 1,5

My wnu BblIWeE,
2) OnepaTMBHaa NamaTb He MeHee 1Gb (ana 32-paspsgHoro npoueccopa) wan 2 6 (ana 64-

pa3spsaHoro npoteccopa),
3) CBoboaHOoe MecTo Ha XecTkom aucke 200 Mb nau Bbllle,

4) MoHuTOp C paspelatolleli cnocobHocTbio 1280x800 mnu Bbille,

5) TpeboBaHMAK yCcTaHOBNEHHOMY NPOrpaMmMmHOMY obecneyeHunto:

Microsoft Windows 7 Starter unu 6onee nosaHas Bepcus;

Bpaysep Internet Explorer 9.0unu Bblwwe;

CpeacTtBa ana co3gaHus aokymeHTos (MS Office, WordPad);

CpeacTBa cxkatua (ynakosku) dpanos (RAR, ZIP, WINZIP);

CpeactBauteHusa PDF ¢aiinos (Adobe Acrobat nunun aHanornyHbin);

CpeacTBo KpunTorpadpuyeckoi 3almTtsl HGopmaumm (ganee — CK3U) CryptoPro CSP 3.6
R2 nnuebiwe ansMNonb3osatenei, npumeHsowmx M.

[Ona KoppeKTHon paboTbl Ha ITM HeOBXOAMMO OTKAKOUUTL BCE HECTAaHAAPTHble HAACTPOMNKMU
Intemet Explorer (Takue Kak Skype, ICQ wn ap.), Tak KaK UX WUCMOJib30BaHWE MOXKET NpPUMBOAUTH K
U3MEHEHUIO CTPYKTYPbl GOPMUPYEMbBIX 3NEKTPOHHBIX AOKYyMeHTOB. MoapobHo HacTpoiWka 6paysepa
onncaHa B PyKOBOACTBE NO HAcTponKe bpaysepa gna pabotbl ¢ L.

Mpun pabote ¢ 3TN moryT 6bITb MCNO/Ib30BaHbI BCE CTaHAAPTHble Gpay3epbl: Internet Explorer,
Opera, Chrome, Firefox, Safari u npouve. B cnyyae BO3HMKHOBEHMA OWMOOK WAM HE KOPPEKTHOrO
OTOOparKeHUA CTPaHUL, HeobXxoauMo NepenTn B pekomeHayembln 6paysep IE (cm. TpeboBaHuA K
paboyemy mecTy B pernameHTe pabotbi ITM).
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2 WHcTpyKuma no Hactpoiike 3TN gnaa pabotbi ¢ Kpunrtollpo
UM Browser plug-in

Kpuntolpo 3N Browser plug-in npeaHasHaveH ansa co3aaHusa U NPoBePKU 3/IEKTPOHHON noanucu
(3N) Ha Beb-cTpaHMuax cucnonbzoBaHmem CK3U «KpmunTtolpo CSP». CKayaTb N1arMH MOXKHO MO CCbINKE:
https://www.cryptopro.ru/products/cades/plugin/

MnarvH npumeHUM B 11060M U3 COBpeMEHHbIX 6pay3epoB c NoAe PKKOM cueHapueslavaScript. B
OAHHOW MHCTPYKLUMM ONUCaH NPOoLEeCcCyCTaHOBKU NarnHa B bpay3sepe |E. B cnyyae BO3HUKHOBEHUSA
OLWMBOK MU HE KOPPEKTHOIO 0TOBPaXKeHMA CTPaHUL, B ApYrMx bpay3epax He06X0AMMO NepenTn B
pekomeHayembliit 6paysep IE.

Mepes HayaNnoM yCTaHOBKM HEOBX0AMMO y6eauTbCA, YTO Ha KOMMNbIoTepe ycTaHoBAeH KpunTollpo
M INLLEH3NA He NPOoCpoYeHa.

MopAAOK YCTaHOBKM:

1. Ortkpolite bpaysep Internet Explorer. 3aiiauTe Ha cant ITM.

2. 3aliauTe He nepBbIN War perucTpaymm n 3anyctute nposepky M, HaxKaB HAa KHOMKY « 3aNycTUTb
npoBepKy». EC1M KOMNOHEHT He YCTaHOB/EH, TO B OKHe Bpay3epa nossutca MHGoOpMaUMoHHoe
coobLweHne 0 He0HXO0AMMOCTM €70 YCTAHOBKM.

MpoBepKka ycTaHoBKW NarkHa
AinA paboTel ¢ No4NMCEHO yeTaHoeuTe naarvH "Kpruntolpo 3UN Browser plug-in®

Topru Opranusaumi [Morosopbi Pernament Bonpochl-0TBeThI KOHTaKTbI Hosocti CraTncTHka
naeHan > Mposepka LN # Beprytac
Mpoeepka 3L [aHHble MoATEepKAEHUE [laHHbIe OpraHMaaLMM JlokyMeHTE 1 3NEKTROHHER
nonez0earenA SJIEKTDOHHDITI nouyTel ceegeHus NoANWCb 33ABKM

I MocneaHwii yenewHo npoeepeHHeIi cepTudmkar GyAeT MCNONL3DBaH NPU PErUCTPALIMK NOL30BATENA.

£, Npoeepxa 6payzepa

NpoBepka YCTaHOBKM NAariHa

MonyueHre cnucka cepTUPUKaTos

NpoBsepka Haanuua cepTndmkaTa

TNokaneHan npoBepka cepTudukaTta

lNpoeepka Ha cooTeETCTEWE anropvtma nognucy FOCT P 34.11/34.10-2001
MNpoBepka NoANWCA CEPTUGHUKATOM MOALIOBATENs

Nposepka wndposaHnA cepTdUKaTOM NoNb30EaTER

MNpoBepka COOTBETCTBWA cEpTMOMKATa

3AMYCTUTb NPOBEPKY MPOJIOIDKUTL >
L

‘ This webpage wants to run the following add-on: 'External interface library for advanced electron..’ from 'CRYPTO-PRO'.  What's the risk? H x

Puc. 2.1 Mposepka 3N
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3. MMpoBepbTe, YTO OTKAOYEHA 6IOKMPOBKA BCM/bIBAKOLLMX OKOH: OTKpoiiTe « CBOMCTBA
obo3peBaTtena». («Internet Options») 1 Ha BkNaake « KoHonaeHUMaNbHOCTb» (« Privacy»)
ybepuTe ranoyky « BKntoumTb 610KMpoBaHWE BCNbIBAOLLMX OKOH» (« Turn on Pop-up Blocker»)

CEOACTER Bpayzepa @

CoAepsaHHe | MoaknHYeHa | Mporparel I AononHMTENEHD |
Oﬁu.l.lde | BesonacHOCTe | KDHdJM.ﬂ.EHLLHaJ‘IbHDCTb
MNapamMeTpel

BribeprTe ypoBeHE BEZ0NSCHOCTH ANA 30HE MHTEpHETA.
CpeHwi

- BROKMPYHITCA CTOPOHHKE danne cookie, He

Y A0ENETEDPHHIWME NMOMMTHIEE KOHPMAEHUMANEHOCTH

- BROKHMPYHITCA CTOPOHHKE dannel cookie, coaspHallme
— CEEAEHKA, KOTOPEIE MOIEONAT CEASATECA C BamK bes

B&LErd ABHOMD Cornacka

- OrpaHHYMBaroTCA ocHoBHEE daknel cookie,

COAEQHAWME CEEAEHHA, KOTOREIE NOEONAMKT CEASATECA

C Batk BE3 BAWErD ABHOrD COrnacka

l CalThl ] [ lMnopT ] [ﬂ,DI‘IDHHHTEHbHD ] Mo YMON4aHHHD

PacnonoseHwe

D Hukor aa He paspewate Beb-CaTaM ZaNpAaWHEaTE "
Ealle MECTOHAXON 4EHHE _OHHCTHTI: CaMTEI

BENOKHpOESHHE BCNNLIEAHILLME OKOH

[ BrnrommTE BRoKMpOBAaHHE BCMNBIBAHIWLME OKOH MapameTpel

InPrivate

OTKNHIHATE NAHENH MHCTPYMEHTOE H PACLUMPEHKA B pexuMe InPrivate

[ Ok ] [ OTMEHS ] [ [MPHMEHHTE

Puc. 2.2 OTKAO4eHUe 6I0KMPOBKMU BCMJIbIBalOLWMX OKOH

4. OrtkpouTe bpaysep Internet Explorer nycraHosuTe nnarvH. B nosBuBLLIEMCS 3anpoce Ha
BHECEHWE U3MEHEHWNI Ha KOMMbIOTEPE HAXKMUTE KHOMKY « [a».
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r ]

'@' KoHTpOAE WHETHER 33MMCER NOAESOEATENRH @

‘] PaElpE.‘LIJI-"ITh L"'_."IE.‘,EI,‘)-"I-':]I_I_I,E.‘I-"II nporpamme EHECTW M3MEHEHMWA

& Ha aToMm koMmnblOTEpE?

@ WMma nporpammes: Kpuntelpo 3UMN Browser
plug-in
MpoeepeHHBIi n3gaTens: CRYPTO-PRO
WcTounue daiina: CeTeroi gnck
i:\}::' Mokazate nogpoBHocTh [ Ja J [ Her

Puc. 2.3 NoareepaeHne yCTaHOBKMU

5. 3anycrtute 6paysep Internet Explorer u nposepbTe paboTy NnarnHa Ha cTpaHuLe:
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html

6. [ocne 3aBepLueHUs yCTaHOBKK ActiveX-KOMNOHEHT a5 paboTbl cnognucslo Heob6xoanMmo
npoiTn nposepky 3. Anastoro cneayet3aiiTn Ha cant 3T, nepeiT Ha NepPBbIN War
perncTpaummn n HaxkaTb KHOMKY « 3anyCTUTb NPOBEPKYY.

7. TMoaTtsepanuTe gocTyn:

Web Access Confirmation

This Web site is attempting to perform a digital certificate operation on
your behalf:

‘http://itender-bepcommerce-release-1-0-0.fogsoft.ru’

You should only allow known Web sites to perform digital certificate
operations on your behalf.

Add this site to the trusted sites list to turn this confirmation message
off. You can edit the trusted sites list here:
Start->CRYPTO-PRO-> CryptoPro CAdES Browser plug-in settings.

Do you want to allow this cperation?

Yes No

Puc. 2.4 Pa3speweHue gocryna

8. BblbepuTe cepTUdMKAT 419 NPOBEPKU, €CIN BCE MPOBE PKM NPOLLM YCMELIHO, C AaHHbIM
cepTMdUKaATOM MOXKHO paboTaTb Ha ITI.
. NIATOro, YTobbI HEe 6b1I0 HEOOXOAMMOCTU KaXK bl noaTBepKAaTh n, T
9 ATOro, 4Tobbl He Obl/1I0 HE0HXO, OCTM Ka as noaree aTb 4OCTYN, Cieaye
£o6asutb ITM B foBEpeHHbIe y3nbl KpunTto-MNpo. 15 3Toro B meHto "Myck" HaliTK nanky ¢
KpunTto-lpo nnepentnno ccoinke "Hacrpoikm 3LLIMN Browser Plug-in"

Komna Husa ®orCodt
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B «punTo-nro

= Hacrpoitkn LN Hrcgser Plug-in

Puc. 2.5 HacTpoiiku nnaruHa

10. [AobasbTe ITI B CNMCOK AOBEPEHHbIX Y3/10B:

HacTtpowku Kpuntollpo 3N Browser Plug-in

Concox AOBEpPEeHHEIX Y2N0B yCNelwHo CoXpaHeHr

Crmcox HagexHsX Y3N0B, KOTOPLIE HE NPUUNHAT Bpef Baweny KoMnsoTepy U Aansbm. [Ing 3agaqHsix 8ed-
yanoe Kpunrollpo 3UM Browser Plug-in we Oyner TpeCoBats noATBEpWAEHHUA NONLIOBATENA NPH OTKPHITUM
XpaHUnNLWa cepTuuxaTos, COZAaHMM NOAMMCH MNu pacwwdposaHum coobwexun. lNpu gobasnesun seb-

Y3NO0B B HAA@KMLIE MOXHO MCNONLI0BATL CHMBON ™ ANA yrazaHuA ecex CyGAOMEHOB AaHHOro yana

Baxwuo! Npu gobaanexmu 5e0-yanNa 8 CMCOX HAASXHLIX, Bl J0MHb DaiTh YBReperss, YyTo Beb-
CEPUNTEL, 3arPYAEHHLIE MK 2aNYLUEHHLIE C A3HHOM0 BeB-yaNa, HE MOTYT HaHECTI BPES XOMNSIITERY MNK

RaMHHBIM

CNUCOK QOBEPEHHbIX Y3NOB

itender-bepcommerc = =

Coxpanute

Puc. 2.6 flo6aBneHune 3TN B foBEepeHHbIE y3/bl
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3 YcTraHOBKa KOpHEBOro ceptudmKaTta

[na paboTbl 3N1€KTPOHHOM NOAMNMCHM HEOHBXOAMMO Ha CepBepe YCTaHOBUTbL KOPHEBOW cepTUdMKAT.
MopAAOK YCTaHOBKM:

1. B KOMaHAHOW CTPOKe 3anycTuTb mmc -32.

Programs (1)
|ﬁ mmmc -32

7 See more results

| mmc-32]

Puc. 3.1 CeptudpuKaTtbl nonb3osarens

2. B OTKpbIBWEMNCA KOHCOMM AONA MPOCMOTPa CEPTUPUKATOB YCTAHOB/EHHLIX Ha KOMMblOTEpe
BbI6paTh B MeHIo «File» =>«Add/Remove Snap-in...».
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oo e oot I

@ File | Action View Favorites Window Help

ﬁ Mew Ctrl+N

B Open... Ctrl+Q Name
Save Ctrl+5
Save As...

Add/Remove Snap-in... b Ctrl+M
Options...

1 certs.rumsc
2 virtmgrmt.msc
3 pkimgmt.ru.msc

4 certmgr.msc

Exit

Puc. 3.2 CeptuduKaTtbl nonb3osarens

3. Bbibpatb «Certificates» n HaxaTb KHOMKy « Add >».

- —————————————————— -
e L =
‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ns, you can configure which extensions are enabled.
Available snap-ns: Selected snap-ins:
Snap-n vendor - [ Console Root l Edit Extensions... ]
X . .
“ | ActiveX Control Microsoft Cor... | Remove |
Authorization Manager Microsoft Cor...
G Microsoft Cor... I
#: Component Services  Microsoft Cor... | Move Up |
E]Ccmputer Managem... Microsoft Cor...
| Mowve Down |

= CryptoPro License M...
-Add =
L3

W CryptoPro PKI Mana... Crypto-ProLLC

éDevic& Manager Microsoft Cor...

1= Disk Management Microsoft and...

g Event Viewer Microsoft Cor...

[ Folder Microsoft Cor...

_E,_f Group Policy Object ... Microsoft Car...

%Internet Informatio... MicrosoftCor... _ A
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

ok ][ cancl

Puc. 3.3 CeptuduKaTtbl nonb3osarens

4. B oTKpbiBlUEeMcA Ananore Bblbpatb « Computer Account» M HaxaTb KHOMKY « Next».

Komna Husa ®orCodt
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This snap-n will always manage cerificates for:

(7 My user accourt
(71 Service accourt

(@ Computer account

<Back | Ned> | | Cancel

Puc. 3.4 CeptudpuKaTtbl nonb3oBarens

5. [Oanee BbibpaTtb «Local computer » 1 HaxaTb KHOMNKY «Finish».

e L e

Select the computer you want this snap-in to manage.

Thig snap-n will always manage:

@ Local computer: #he computer this consale is unning on)

() Another computer: | | | Browse...

Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

Puc. 3.5 CeptudpuKarbl nonb3oBarens

Komna Husa ®orCodt
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6. [Mocne TOro Kak CepTMd)MKaTbI NNOKa/IbHOIMO KOMMNblOTEPA Bbl6paHbI HeOGXO,D,MMO HaXXaTb KHOMKY
«OK».

. N
Add or Remove Snap-ins g

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n Vendor = [ console Root [ Edit Extensions. ..

= ActiveX Control Microsaft Cor... ¥ certificates (Local Computer) Remove

Auﬂ"mrization Manager Microsoft Cor...

¥ Certificates Microsoft Cor... |E

:"f Component Services  Microsoft Cor,.. Move Up

*'Computer Managem... Microsoft Car... = =

= ) Mave Down
| CryptoPro License M...
Add =

W~ CryptoPro PKI Mana... Crypto-Pro LLC

éDevice Manager Microsaft Cor...

=4 Disk Management Microsoft and...

@ Event Viewer Microsoft Cor...

[IFolder Microsoft Cor.,.,

_E‘J' Group Policy Object ... Microsoft Car...

{;:‘.plnternet Informatio... Microsoft Cor...  _ Advancadses
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

CK ] [ Cancel

L — ko ¥

Puc. 3.6 CeptudpuKatbl nonb3osarens

7. B cepTudmKatax NOKaNbHOMO KOMNbloTepa Heobxoanmo Ha nyHKre «Trusted Root Certification
Authorities» —«Certificates» HaxaTb NpaBoM KHONKOW MblLLK U BblIbpaTb «All Tasks»=>«Import».

Komna Husa ®orCodt
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ﬁ File  Action Favorites Window Help

o= 2B olcz BHE

WView

— — T — R
ﬁ Caonsolel - [Censole Root\Certificates (Local Computer)\Trusted Rooct
— e —

- —

Certification Authonties\Certificates] I

|| Console Root
4 Eﬁ] Certificates (Local Computer)
= || Personal
4 || Trusted Root Certification Authorities

Issued To

[l AAA Certificate Services
[ ABA.ECOM Root CA
[l AC Raiz Certicamara S.A.

|5 Cerpifimatacl

&[] Enterpr All Tasks 3 Import... [ I

) Interme . =

b O Trusted '@ > BC1 RAIZ MTIN

b B Untrust Mew Window from Here LCCWVRALZL

™ Third- ACEDICOM Root

b —I Third-F MNew Taskpad View...

] Trustec &-CERT ADVANCED

[ || Remote Refresh ACMLE

| Smart ( Export List... fctalis Authentication CA G1

i | Trusteg fctalis Authentication Root CA

Help fiddTrust External CA Root

‘ Ll AdminCA-CD-TOL
[ZlAdmin-Rant-ra

Puc. 3.7 CeptuduKatbl nonb3oBarens

8. BbINONHUTL UMMNOPT cePTUPMKATA (CM. PUCYHKU HUMKE) :
1. B oTKpbIBWEMCcA agnanore Haxatb « Next>».
HaaTb «Browse» 1 BbIbpaTb He06x0anMMbIv ce pTUdUKAT, Nocae Yero HaxaTb « Next >».

2
3. Haxkatb «Next>».
4. HaxaTtb «Finish».

Wizard

Welcome to the Certificate Import

/-—: | This wizard helps you copy certificates, certificate trust

= lists, and certificate revocation lists from your disk to a

w certificate store.
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network

connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Back

[ Mext = ][

Puc. 3.8 CeptuduKatbl nonb3oBarens

Issued By

AAA Certificate Se
ABAECOM Root (
AC Raiz Certicame
AC RAIZ DMIE

AC RALZ FMMT-R1
ACL RALZ MTIM
ACCVRALZL
ACEDICOM Root
A-CERT ADVAMCI
ACHLE

Actalis Authenticz
Actalis Authenticz
AddTrust External

AdminCA-CD-T0
Adrin-Ront-1" 4
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I
Certincats TNDoT Wiar] [
'l o

| File to Import

Spedify the file you want to import.

File name:

Browse...[ I

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (FFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates {.F7E)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

[ <Back |[ Mext> | [ concel |

Certificate Import Wizard

il Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store
Certificate store:

Trusted Root Certification Authorities Browse...

Learn more about certificate stores

[ <Back [ Mext> | [ cancel

Puc. 3.9 CeptuduKaTtbl nonb3osarens
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Completing the Certificate Import

Wizard
Z : | The certificate will be imported after you dick Finish.
Ey You have specified the following settings:

I
Certificate Store Selected by User gVSi=ls Rl dal=lijile I
Content PKCS #7 Certificates |

File Name C:\Users\Katya\Dowr

Il m b

[ <Back |[ Fmsh | [ cancel

Puc. 3.10 Ceptudukatbl nonb3osarens

9. CeptudunKat oTtobpasmnTca B cnumcKe.

@ Consolel - [Console Roof\Certificates (Local Computer)\Trusted Root Certification Auﬂmriﬁa\ﬁerﬁﬁcates_ -

|G File Action View Favorites Window Help
e #Eolc=H
7] Console Root ! Issued To = . Issued By Expiration
| a Gl Certificates (Local Computer] Slea-test ca-test 21012016
| g ie’:”j'ﬂ ¢ Cortifistion Author EICCA India 2007 TCAIndia 2007 Ta07 2005
4 rusted Root Certification Authorities
. = S]CCA India 2011 CCAIndia 2011 11.03.2016
Certificat
N ﬁlter;e}rils;c'?rs; Sl Certeurope Root CA 2 Certeurope Root CA 2 28.03.2037
i [ Intermediate Certification Authorities 5l CERTICAMARA S.A. CERTICAMARA 5.A. 5022015
2 . Certificade de la Clave Principal  Certificade de la Clave Principal 27.04.2012
I &[] Trusted Publishers
—_— - - =l armifirada Ermmrararial Clare Tarkifirads Ermmracarial Clara A 24 N8 2011

Puc. 3.11 Ceptudukartbl nonb3osartens

4 YctaHOBKa cepTudUKaTta nosb3oBatens

CepmduKkaT HeobXOAMMO YCTAHOBWUTb Ha JIOKA/IbHOM KOMMbIOTEPE W 3aTeM YyKas3aTb ero Ha
nAoLWaaKe.

4.1 YctaHoBKa cepTuduMKaTa Ha IOKA/IbHbI KOMNblOTEP

MNopAaaoK yCTaHOBKMU:

1. [paBoit KHONKOW MbllWK HaXKaTb Ha cepTUPUKAT 1 BbIOPATb NYHKT « Install PFX» .

Komna Husa ®orCodt
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| @ sert 1.pfx

-

Install PFX
7-Zip b

—

Puc. 4.1 YcraHOBKa cepTuduKata nonb3osarens

2. TpoiTM No BCEM LWaram yCTaHOBKM, yKa3aB, ecnm TpebyeTca, Napo/ib (CM. PUCYHKU HUKe).

S

'
Certificate Import Wizard

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back | ﬂext)kél[ Cancel ]
_—_—— - —-

i " Bl

File to Import

Specify the file you want to import.

Eile name:

T \Projects\3 T Fogsoft.Keys\sert 1.pfx Browse...

Mote: Mare than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((S5T)

Learn more about certificate file formats

[ <Bak | uext>d[ Cancel

Puc. 4.2 YcraHoBKa cepTuduKata nosb3oBaTens
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' bl

Password
I |

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

Learn more about protecting private keys

r
e

[| Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Place all certificates in the following store

Certificate store:

| | Browse...

Learn more about certificate stores

[ < Back ][ uext>[\l[ Cancel

Puc. 4.3 YcraHoBKa cepTuduKata nosnb3oBaTens
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. ™y
Certificate Import Wizard e u

Completing the Certificate Import
Wizard

/: | The certificate will be imported after you dick Finish.

You have spedfied the following settings:

o)=L e o]t - | Automatically determined by t

Content PFX
“ File Name T:\Projects\ 3TN Fogsoft. Keys

Puc. 4.4 YcraHoBKa ceptuduKata nonb3osarens

4.2 YcrtaHOBKa cepTtuduKara Ha naowagKe
MNopAanoK yCTaHOBKU:

1. 3aiiTn Ha cainT TN noa cBoMM Nosib3oBaTesiem.
2. BbIbpaTb NYHKT MeHto « Mou cepTudUKaTbI».

NWyHBIA KABHHET ~ '
Onepauwn
lMepcoHanbHaA MHpopMaLna b HacTpoitka cooGiLeHni
Mo# opraHn3awma b WaMeHWTL naponk
MNepcoHanbHas MHpOPMaLKA

Mow cepTRMKaThi
Opranu3aumm Hor

PyKoBOACTBD I'IO]II:-:!DB*EJ’IFI

Puc. 4.5 Ceptudukartbl nonb3osarens

3. HakaTb KHOMKY «[106aBUTb HOBbI cepTUPUKAT».
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Mow cepTudmKaTbl

+ JNobagnTe HOBRA CepTHdMKaT

YaocToBepalcwmia
Craryc Ceprwpurar ewipan Cpox geiicrena
Cra L H = C CTEWA C K HE 0
Dogrsepwgen Ot GOST R 34.11-04 CRYPTO-PRO Tast 06.07.2017 06.10.2017
Center 2
He noamsepogen Ot Gost Cert 0617 CRYPTO-PRO Test 14.06.2017 14092017
Center 2

Puc. 4.6 CeptuduKaTtbl nonb3osarens

4. BblbpaTb cepTdUKAT U3 CNUCKA.

Bbibepute ceptndmkar

OelcTeuTeneH c; 13 viona 2012 r.no: 13 wona 2013 .

sert 1
MocTaBlWMK: ca-test
,ﬂeﬁmsm&ne@: 13 HomRDpA 2012 r.no: 13 HoabpA 2013 1.

Puc. 4.7 Bbi6op cepTudurKaTta nonb3osatens

3. CepmmduKaT nosBUTCA B CNMCKe cepTuduMKaToB B cTaTyce «He noarsep:kaeH». Heobxogumo
OTKPbITb CEPTUDMKAT, HaKaB Ha CCbINIKY B CTPOKE CTaTyca.

¥ BEpA

WA
Craryc MKAT BbiflaH Cpox nedcTBMa C
LUeHTp
He noateepxnen Qo0 "eorcoaT™ YL 3A0 «l1d «CKB 29.08.2016
j Kontmyp= (Qualified)

Puc. 4.8 Ceptudukar nonbsosarens

4. Harkatb Ha KHOMKY «OTNPaBuUTb HA NOATBEPKAEHUEY .
Wndopmauus o ceptudukare

|| ':'lrIF'.l.'II‘:HTn Ha ITHE S e HE w I!:f_.'.'|.'l.f||1'l' h _.‘. Crauams -:'.t'ﬂ[.'le]‘.'-.“i.!T

O
CyGuent ceprwmnata CN=01 Gost Cert 0617
Mzgarent E=support@cryptopro.ne. C=RL), L=Moscow, O=CRYPTO-PRO LLC, CN=CRYPTO-PRO Test
Center 2
AKTHBEH Her
Cpox gedcTRiAn 14062017 11:11:43 — 14.09.2017 11:21:43
Cramyc He noaraepsaed

Puc. 4.9 Undpopmaumsa o ceptudpukate nonb3osarens

5. CepTtudukatnepeinaeT s craTyc «OxnaaeT NoATBEPHKAEHUAY .
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6. Mocne noaTeepKAeHWA cepTudMKaTa ONepaTtopomM OH nNepengeT B cTaTyc «[loATBEpKAEH».
Monb3oBaTtento NpuAET coobleHWe B NIMYHbLIA KabuHET O Tom, 4YTo cepTudMKaT 6Obin
NoATBEPKAEH.

CoobueHus

Bxogsume Ompaenesie YepHoeHkH
® BepHyTuCa K CAMCKY COOBLLEHHH

Tema Baw cepmidmear Guin nogTeepxes
07 koro 3NEKTPOHHER TOProBan nAoWaaxa iTender 223-03 2.0

Komy Weanoe, Hean
[Jlata cozganun 27.02.2014 1427

YBaxaemblii(as) I1BaHoB [1BaH IIBaHOBWY,

Baw cepmdmkaT B6A NOATEEPHIEH ONEPATOPOM NAOWAIKH.

[ins npocMoTpa AETanei CEPTMOMKETR NEpefiiTe No CRERyKILLER CCRnKe:
hitp://itender-223fz-test fogsoft. nu/AccountCertificates/DetailsIuid=635c47ef-26a3-4134-a6e9-4b9a2461baTt

Puc. 4.10 CooblieHure o noaTeepXKAeHUM cepTudmuKaTa

7. 3aTi B CNMCOK cepTUOUKATOB Nonb3oBaTena. OTKPbITh CEPTUDUKAT U HaxaTb KHOMKY «CaenaTb
cepPTUDMKAT aKTUBHBIMY.

WHdpopmaums o ceptudukate

V Caenatk CEpTUMUKAT AKTUEHBIM é CkauaTk cepTUduKaT
U
Cy6nekT cepTrdukaTa CN=Yt Gost Cert 0617
Wzpatens E=support@cryptopro.ru, C=RU, L=Moscow, O=CRYPT(
Center 2
AxTHBEH Het
Cpok geicTeuA 14.06.2017 11:13:47 — 14.09.2017 11:23:47

Puc. 4.11 Bbi60op cepTuduKaTa aKTUBHbIM
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